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1.  UMS MISSION STATEMENT

The contractor's mission is to manage, be responsible for, and provide services to
meet the requirements of the Mission Operations Laboratory (MOL) and its customers.
The mission services in this contract include systems engineering, design and development,
activity preparation, operations, hardware and software maintenance, and verification
within MSFC facilities and capabilities in support of ground and flight operations. The
facilities include the Huntsville Operations Support Center (HOSC) and related systems,
the Payload Crew Training Complex (PCTC)/Utilization Development Capability (UDC),

—amnd-the-Distributed-Active-Archtve-Center(BAAL), which are used in support of Space
Transportation System (STS), Spacelab, International Space Station Alpha (ISSA),

- Advanced X-Ray Astrophysics Facility (AXAF) and Earth Observation Systems (EOS)
programs. In performing this mission, the contractor shall:

a. Operate and maintain existing equipment and software.

b. Gather, analyze, define and document systems requirements.

c. Configure, prepare, integrate, interconnect, activate, monitor, evaluate,
adjust, calibrate, measure and document performance of existing equipment
and software.

d. Plan, design, develop, integrate, test, and implement new systems or

enhancements to existing systems.

For the purpose of this Statement of Work (SOW), the MOL customer is defined
as the end-user of the services described. A MOL customer may be an organization such
as a NASA program, project office, staff office, NASA contractor, payload developer,
international partner or an individual within these organizations.

Additional in-scope work for Option Year 1
August 1999 — August 2000

The following paragraphs are incorporated into Section J-1 Statement of Work of
contract NAS8-44000. per Mod 50,

1. Increased work on definition and analysis of interfaces with external entities; JSC,
KSC, GRC, ESA, Russia, Italy, Japan. The increased interest in remote
‘operations and changes in the ISS flight systems have resulted in additional work

for the UMS contractor.

2. Expanded reliance on the Web for ISS payload data and voice communication and
corresponding increase in work on security. Responding to the growth of
technology, which generally reduces costs, has resulted in additional work for the
UMS contractor.

These additional in-scope requirements particularly affected the contractor’s effort

under SOW Task 1, Systems Engineering and Task 2, Design and Development, with

some impact on Task 5, Verification. J-1-4



Additional in-scope work for Option Year 2
August 2000 — September 2001

The following paragraphs are incorporated into Section J-1 Statement of Work of
Contract NAS8-44000 per modification 64.

L.

Integration of the Internet Voice Distribution System with the Enhanced
HOSC System.

Microgravity Tele-Science Center enhancements.

Provision of the capability for Real-time monitoring of Space Station
communications via the TDRSS.

Payload Planning System Verification and Validation and customer support.

Payload Data Library requirements definition and analysis and coordination
with Payloads Developers on validation.

These additional in-scope requirements particularly affected the contractor’s
effort under SOW Task 2.2, Systems Engineering, Task 2.3, Software
Engineering, and Task 2.4, Operations.

Mod 64
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2. UMSSERVICES -~ -~ ~—

The contractor shall support MSFC in UMS systems engineering,
design/development, activity preparation, operations, maintenance, and verification.
Ground Support Systems(GSS) include operations control centers, training facilities, data
archive distribution centers and development systems. This support shall entail
provisioning management, labor, materials, and equipment for the performance of tasks
described in the following paragraphs.

For GSS systems and upgrades currently in work, the contractor shall ensure all
the tasks have been properly defined, identify any deficiencies, and complete the tasks
necessary to successfully complete the development. The contractor shall periodically
evaluate the status of all GSS services and functions and provide recommendations on
improvements and deficiency corrections. The contractor shall implement programs and
processes which encourage Continuous Improvement as an integral part of the services
described in this Statement of Work. The contractor shall implement corrections and
process improvements as recommended to and approved by appropriate control processes.

The contractor shall determine whether new documentation shall be developed or
updates of existing documentation shall be performed. The contractor shall generate new
documentation as specified in this Statement of Work (SOW) or update existing system
documentation as appropriate.

. The contractor shall participate in applicable program/project reviews and
steering/working groups.

The contractor shall integrate all services and functions within and across the
facilities to ensure efficient, flexible, complete, consistent, and coordinated facility
management and operation.

2.1 Management

The overall MSFC Mission Operations Laboratory program management
responsibilities for the services and functions addressed in this SOW are exercised through
the established responsibility and authority of the COTR, the lead engineers, and the
configuration management boards and control groups.

The contractor shall provide programrmanagement, financial management,
property management, safety, security, configuration management, facilities management,
contract administration, and procurement.

The contractor shall provide, implement, and maintain the requisite organization,

disciplines, and systems necessary to manage the personnel and resources required for the
performance of these functions.
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2.1.1 Program Management

The contractor shall develop and implement systems for planning, scheduling,
controlling, and reporting all UMS services and functions, and for analyzing and reporting
contract performance. In performance of program management, the contractor shall:

a. Prepare, implement, and maintain the UMS Work Breakdown Structure
and Dictionary (DRD 815MA-004).

b. Prepare and submit progress reports (DRD 815MA-003).

c. Prepare reports of obligations and planned expenditures for significant use
of information technology (DRD 815CD-002).

d. Prepare, implement, and maintain the UMS Program Management Plan
(DRD 815MA-001).

e. Develop and maintain a Performance Measurement System (PMS) for
analyzing and reporting contract performance (DRD 815MA-003).

f Establish and maintain management information databases which provide
for the preparation, storage, and retrieval of contract information such as
documentation, deliverables, and presentations/briefings via the MSFC
Workstation Presentation Services (WPS) or subsequent systems. The
contractor’s databases shall be developed using WPS or subsequent
sanctioned software. The COTR and COTR-designated personnel shail
have access to these databases.

g Develop and maintain project, system, and facility schedules and staffing
plans.

h. Establish, implement, and maintain quality assurance as a means of
ensuring that products and services conform to specific requirements.

2.1.2 Financial Management

The contractor shall be responsible for planning, tracking, accumulating, and
reporting contract costs and providing other financial support required to meet the
budgeting, cost reporting, billing, and disclosure requirements of the contract. In
performance of this function, the contractor shall:

a Provide, implement, and maintain a cost accounting system. The system
shall be fully integrated and shall provide status of committed, obligated,
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21 Management (continued)
YEAR 2000 COMPLIANCE

(a) “Year 2000 compliant,” as used herein, means that the information technology
(hardware, software and firmware, including embedded systems or any other electro-mechanical
or processor-based systems used in accordance with its associated documentation) accurately
processes date and date-related data (including, but not limited to, calculating, comparing, and
sequencing) from, into, and between the twentieth and twenty-first centuries, and the years 1999
and 2000 and leap year calculations, to the extent that other information technology, used in
combination with the information technology being acquired, properly exchanges date and date-
related data with it.

(b) Any information technology provided operated and/or maintained under this contract
must be Year 2000 compliant. To ensure this result, the Contractor shall provide documentation
describing how the IT items or services demonstrate Year 2000 compliance, consisting of:

(1) Test plan and associated test reports for verification that the Enhanced HOSC
System and related software satisfies NASA policy regarding Year 2000
compliance

(2) Detailed schedule of tasks and milestones

(3) Monthly reports to the Center Year 2000 Team, Mr. Paul Allison, Chairman

(c) Milestones for Renovation, Validation and Implementation: Any IT determined to be
non-Year 2000 compliant shall be replaced, retired, or repaired in accordance with the following
schedule:

“Renovation” includes making and documenting software and hardware changes,
developing replacement systems, and decommissioning systems to be retired. The
Contractor must complete renovation of affected software, hardware and firmware by
September 30, 1998.

“Validation” includes unit, integration, system, and end-to-end testing for Year 2000
compliance. The Contractor must complete validation and testing of converted or
replaced systems by January 31, 1999.

“Implementation” includes acceptance testing and integration of converted and replaced
systems into a production environment. The Contractor must complete implementation
by March 31, 1999.

(d) At a minimum, the Contractor shall provide documentation, including project plans
and status reports, which demonstrate that the Contractor is meeting the milestones listed above.

Mod 22
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" “costed, and disbursed funds. The system shall be structured to provide

projections and tracking of negotiated and accrued costs, including labor
hours, by unique project number, by WBS element, and by facility.

Develop and implement a system to ensure compliance with current NASA
budget guidelines and operating plans. The contractor shall inform the
COTR of projected and actual manpower and cost variances from the plan
for the current fiscal year. The contractor shall present the magnitude of
variances, the reason for the variances, and all projected activities that
might affect the variances.

Prepare inputs for program/project budget cycles for MOL submittals.

Prepare and submit Financial Management Reports (DRD 815MA-002).

2.1.3 Property Management

The contractor shall perform property management and administration of all
property acquired by or in possession of the contractor and subcontractors, including
Government Furnished Property. In performance of this function, the contractor shall:

a.

Utilize the NASA Equipment Management System (NEMS) and the
associated equipment identifiers to accomplish UMS inventory
management and control.

Prepare, implement, and maintain the Government Property Management
Plan (DRD 815LS-001).

Perform-routine-maintenance-and-anmiat-inventory-of government property

records.
Support periodic audits of the inventory.

Comply with the requirements of NHB 4200.1, NASA Equipment
Management Manual; NHB 4200.2, Equipment Management System
User's Handbook for Property Custodians; NHB 4100.1, NASA Materials
Inventory Management Manual; and MM 4000.1, MSFC Property
Management Manual for the acquisition and responsibility of materials and
equipment including execution of property custodian functions.

Perform logistics functions such as packing and preparation for shipping

equipment out for repair and relocating received equipment to its
installation point in compliance with MSFC property regulations.
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2.1.4 Safety

The contractor shall prepare, implement, and maintain a comprehensive safety,
health, and housekeeping program for all assigned areas and activities. In performance of
this function, the contractor shall:

a. Prepare, implement and maintain the Safety and Health Plan (DRD 815SA-
002).

b. Implement the safety program in compliance with NHB 1700.1, MMI
1700.16 and MMI 1711.2.

c. Prepare, implement, and maintain comprehensive health policies and
procedures in compliance with Occupational Safety and Health
Administration (OSHA), NASA and MSFC standards, instructions,
requirements, policies and guidelines.

d. Maintain records and submit reports of occupational injuries and illnesses
(DRD 815SA-001). :
e.  Prepare, implement, and maintain comprehensive housekeeping policies

and procedures.

f Ensure that the appropriate safety and Fire Marshall rules and regulations
are followed in each facility.

2.1.5 Security

The contractor shall prepare, implement, and maintain the Security Plan for
Unclassified Federal Computer Systems (DRD 815CD-001) and implement a
comprehensive program consistent with NASA, DOD, and MSFC regulations and
procedures for the performance of the UMS contract. The plan shall include Federal
Information Processing (FIP) resource protection, personnel security, facility access
procedures, policies, and protection; and the safeguarding of Privacy Act Information and
_ proprietary data. In performance of this function, the contractor shall:

a Define and implement the Information Technology Security (ITS)
procedures and functions for each UMS facility necessary to provide
protection of the information systems consistent with the criticality level of
the systems, applications, and data content.

b. Support disaster preparedness and recovery by:
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(1)~ Ensuring; by complying withthe MSFC disaster recovery plan, the
orderly recovery from a disaster that may render all or part of the
UMS systems and equipment inoperable.

(2)  Coordinating with disaster recovery experts across MSFC and
NASA to verify integration procedures and planning techniques.

(3)  Executing effective measures to protect all systems, equipment, and
data from potential environmental threats.

(4)  Ensuring that systems are operational and restoring any lost
capabilities and data after the occurrence of a disaster.

2.1.6 Configuration Management —

The contractor shall be responsible for a Configuration Management (CM)-
program for hardware and software that provides (1) configuration identification
(drawings and specifications), (2) configuration control, and (3) support for reviews and
audits required for the program defined within this contract. The contractor shall define in
the Configuration Management Plan the program and procedures that will be implemented
to assure contract compliance (DRD 815CM-001). :

The following defines the requirements for establishing and maintaining the
Configuration Identification Documentation:

a Prepare and deliver specifications meeting the requirements of MIL-STD-
490 and MSFC-STD-555 in accordance with DRD 8 15CM-002.

b. Provide product drawings and parts lists of the types specified in MIL-
STD-100E to meet the requirements of MSFC-STD-555 and DRD
815CM-003.

Engineering/project changes, deviations, waivers, and related data to Government
configuration controlled documents shall be processed in accordance with the
requirements.of MMI 8040.19 and MSFC-STD-555. Engineering Change Requests
(ECR) shall be generated and processed in accordance with DRD 815CM-004.

' Deviations.and waivers shall be generated and processed in accordance with DRD
815CM-005.

In performance of configuration management of the hardware and software
systems, the contractor shall ensure version control and definition; provide accessibility
control; provide traceability of revision history; and provide definition control of
executable operational configurations.

-— - —
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2.1.7 Facilities Management

The contractor shall implement and maintain a uniform system of managing the use
of assigned facilities. In performance of this function, the contractor shall:

a Maintain floor plans of all assigned facilities 1o reflect the location of
furniture, equipment, and electrical services.

b. Maintain continuous records of changes or movements of equipment and
furniture to ensure that responsibility requirements are met.

c. Maintain locality information listings, including number of personnel by on-
site and off-site location, square footage, and associated lease and

maintenance costs (DRD 815CD-003).

d. - Plan for future facility requirements or expected changes in personne! and
equipment locations. This includes power, lighting, square footage, layout,
heating, ventilation, and cooling (HVAC), fire suppression and detection,

and security.

e Plan for facility modifications to designated, contractor-occupied areas.
Make accommodations for changes in personnel space and equipment
space. Participate in the scheduling of such activity to minimize disruption
of operations.

2.1.8 Contract Administration
In performance of contract administration functions, the contractor shall:

a. Prowvide a single point of contact with contractual obligation authority for
all contract administration functions and activities required in performance
of this contract. This point of contact shail have access to all contract
administration data and information related to performance of this contract.

b. Provide on-line access to contract administration informatior and data
through the management information databases to the Contracting Officer
and designated personnel. The management information databases shall
provide the capability to track costs by specific contract change orders.
through definitization. ,

2.1.9 Procurement

In performance of procurement functions, the contractor shall:
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a. Provide all supplies and services (not otherwise furnished by the
government or covered under a NASA Indefinite Delivery/Indefinite
+ Quantity (ID/IQ) contract) which are required to perform the services and
functions specified in the SOW and to accomplish the UMS mission.

b. Provide, implement, and maintain a procurement system compatible with
the contractor's financial management system. The system shall track the
status of individual procurements from purchase request, through purchase
order or contract and delivery. The system shall be accessible to the COTR

and COTR-designated personnel.

c. Provide, implement, and maintain procurement controls including
contractor policies and procedures governing standards of conduct,
procurement processes and practices, and prevention of waste, fraud, and

mismanagement.

2.2  Systems Engineering

The contractor shall prepare and implement a systems development plan (DRD
815SE-001). The contractor shall develop system-level requirements for hardware,
software, external interfaces, internal interfaces, and operations. The contractor shall
perform system requirements development, system analysis, operations integration and
planning, and sustaining engineering. These activities shall be performed for upgrades to
existing systems, new requirements for existing systems, mission-specific requirements,
and new programs to be supported by each facility.

2.2.1 System Requirements Development

The contractor shall:

a Develop and implement methodologies 10 transform the MOL customer
requirements into mission system requirements. : '

b. Prepare system development plans to ensure proper implementation of
planned system capabilities and services.

c. Develop system operations concepts to ensure proper definition of planned
system capabilities.and services.

d. Evaluate programmatic ch ges to identify or derive system requirements
changes. '

€. Define and document system réquirements. o
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f Derive system requirements necessary to ensure a complete, verifiable,
operable, maintainable, secure, and efficient system.

g Derive Hardware Configuration Item (HWCI), Computer Software
Configuration Item (CSCI), and operations requirements from system
requirements.

h. Derive system, HWCI, and CSCI verification requirements.

i Ensure correct interpretation of system requirements during
implementation of the system design.

J Identify and define internal and external interfaces for systems and facilities
to external entities.

k. = Develop operations and maintenance policies and procedures for all
systems and facilities. '

L Identify, define, and implement training requirements and programs for
GSS operations and maintenance personnel and GSS users.

m. Present the system, HWCI, CSCI, operations and verification
requirements, including baseline and subsequent revisions, at scheduled
technical reviews. GFP requirements shall be included in integrated
requirements reviews.

2.2.2 System Analysis

The contractor shalil:

a. Perform system analyses, trade studies, and assessments to determine
options and recommendations for system capabilities, design, and
development.

b.  Develop conceptual, functional, and operational models of the system from
the requirements.

c. Determine system functional element interrelationships and interactions,
predict system performance, perform make-or-buy analyses, and compare

competing design alternatives.

d. Investigate vendor products and summarize options for make-or-buy.
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Perform risk assessments to identify all risk factors for GSS and define risk
mitigation processes.

Assess the potential usefulness of technological advances in improving
efficiency and/or reducing cost.

Conduct special studies, as required, on topics such as GSS design and/or
operational improvements and alternative maintenance schemes.

2.2.3 Operations Integration and Planning

The contractor shall conduct operations integration and planning to ensure
coordination of all operations disciplines and integrated planning across all system
elements, including GFP.

2.2.4 System Sustaining Engineering

The contractor shall:

a.

Conduct system performance studies, recommending appropriate changes
to eliminate potential system bottlenecks, resources conflicts, and system
overloads.

Isolate problems in systems and effect proper resolution. Document and
report the status of changes.

Perform capacity analysis of existing computational and telecommunication
systems and supporting resources to ensure that systems are performing
compatible with specific system requirements.

Provide capacity-planning recommendations based on analysis and changes
in requirements and technology.

Prowvide risk analysis and management which shall include continual
identification and assessment of technical, schedule, cost, and
organizational risks involved with the operation of systems.

Perform technology assessments, system upgrade analysis and test, concept
prototyping, product evaluations, and human/computer interface
evaluations.

Prepare and maintain documentation trees. Based on initial evaluation,
recommend appropriate modifications and implement approved changes.
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2.3  Design and Development

The contractor shall perform system designs to meet system requirements.
Hardware and software design and development shall be performed. The contractor shall
correct any discrepancies identified during verification activities. The contractor shall
install and integrate developed, procured, or provided systems within the facilities. These
activities shall be performed for upgrades to existing systems, new requirements for
existing systems, mission-specific requirements, and new programs to be supported by
the facilities.

2.3.1 System Design

The contractor shall:

a. Define integrated system architectures and designs meetmg all system
requirements.

b. Incorporate GFP components into system architectures and designs.

c. Allocate system design components to HWCIs and CSCIs.

d. Document all system internal/external interface architectures and designs.

2.3.2 Hardware Design

The contractor shall:

a Implement hardware development methodologies, utilizing design
standards and procedures to ensure complete and consistent designs and
design documentation.

b. Develop hardware designs meeting all system-level requirements.

C. Incorporate GFP components into system hardware designs.

d. Define and design all test hardware necessary to support system, HWCI,
- and CSCI testing.

e Present the hardware design, including baseline and subsequent revisions,
at scheduled technical reviews.
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2.3.3 Software Design

The contractor shall:

a. Define software development methodologies, defining coding standards
and procedures to ensure complete, consistent designs and design '

documentation.

b. Develop and document software designs meeting all system-level
requirements.

c. Incorporate GFP components into system software designs.

d. Define and design all test software necessary to support system, HWCI,
and CSCI testing.

e. Present the software design, including baseline and subsequent revisions, at
scheduled technical reviews.

2.3.4 Hardware Development

The contractor shall:

a. Develop hardware as specified by the design.

b. Develop hardware prototypes and mockups required for system design or
capability analysis.
c. Develop technical specifications describing performance and behavior of

the hardware system and components.

d. Document the as-built HWCIs and system architecture including system
configuration, performance, and characteristics.

2.3.5 Software Development

The contractor shall:
a. Develop software as specified by the design.

b. Develop software prototypes and mockups required for system design or
capability analysis.
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C. Develop program descriptions, listings, users' guides, manuals, training
materials, and software operating procedures, notes and documents.

d. Develop all test software necessary to support all system, HWCI, and
CSCI testing.

2.3.6 Acquisition Specifications

The contractor shall develop comprehensive system acquisition specifications and
documentation for end items/products that are to be acquired from manufacturers or
vendors.

2.3.7 Installation and Integration

The contractor shall:

a. Assemble, install, integrate. test, and check-out CSCI and HWCI
components into the system.

b. Develop and provide technical documentation pertaining to the
configuration and operation of the as-built system.

c. Develop system and facility installation plans, procedures, and instructions.

d. Perform all GFP integration and assist in GFP testing activities.

2.4  Activity Preparation

The contractor shall analyze requirements; develop and integrate databases and
software; and schedule and configure the facility for operations activities including
missions, simulations, and training sessions. The contractor shall ensure that ail
requirements are integrated in preparation for each activity based on appropriate schedules -
and any mission manifest change.

2.4.1 Operations Preparation

The contractor shall:

a. Ensure that all requirements and support commitments are interpreted and
documented with regard to facility and system configurations.
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24.2

243

Collect and document mission-specific requirements for development,
population, and integration of products and systems.

Define, integrate, document, levy, and track intercenter operations support
requirements and implementation commitments. Participate in reviews and
provide input to GSFC Network documentation.

Evaluate mission support requirements for communications and data
systems against current capabilities and identify configuration compatibility
concerns. Provide inputs to the production of Program Requirements
Document/Program Support Plan (PRD/PSP) and Operations
Requirements/Operations Directives (OR/OD).

Provide intercenter access control for operationally critical, private, or
otherwise sensitive voice circuits in conformance to NMI 8610.11.

Develop and document operations procedures and management plans.

Product Population/Preparation

The contractor shall:

a. Assure the availability of and integrate appropriate databases, applications
software, special and common use computations, command files, and other
products necessary for activity support.

b. Obtain mission-specific data and populate databases.

Facility Preparation

The contractor shall:

a. Coordinate and schedule all facility activities, including the configuration
and reconfiguration of each facility.

b. Ensure that all implementation activities are approved and appropriate

authorization has been obtained in concert with existing facility status in
order to meet operational requirements.

The contractor shall integrate the product load, facility and equipment
configurations, and systems to support mission activities.
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2.5

Ensure that user provided equipment is configured and operational based
on mission support documentation and tested for operational readiness
prior to mission activities.

Move operational-related furniture and equipment in support of any
reconfigurations or activities within each facility.

Document system and facility configurations.

Operations _

The contractor shall prepare, implement and maintain a facility Operations and

Maintenance Plan (DRD 8150P-001). The contractor shall provide facility, computer,
and communication operations, including the management of all systems within each
facility. The contractor shall execute testing, simulation, and real-time activities and
ensure that each facility remains operational to support all facility activities. The
contractor shall provide user and operations team training on all facilities and provide
appropriate support to execute each defined activity.

2.5.1 Facility Operations

2.5.2

The contractor shall:

Coordinate activities between facilities.

Provide operations oversight and coordination with facility and project
management during all activities.

Verify operational readiness of systems and internal/external interfaces
immediately prior to activity support.

Coordinate recovery operations of facility systems and interfaces.

Assist users in facility resource configuration, operation, and fault
recovery.

Computer Operations

The contractor shall:
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Provide system monitoring, computer operation, and identification of
problems in the hardware, systems configuration, operating systems,
commercial-off-the-shelf (COTS) and unique applications software.

Perform system administration and operation of resources and equipment
such as computers, consoles, workstations, networks, databases and other
special equipment for local and remote sites.

Configure, test, and validate local network interfaces, including network
monitoring, tuning, and optimization. Identify problems in the hardware
and software associated with each network.

Perform data flow management for data production, distribution, and
storage.

Establish, remove, and monitor activity of accounts on systems consistent
with MSFC Automated Information Security (AIS) pians and procedures;
ensure that proper action is taken relative to system security alerts and
violations; ensure proper maintenance of security set-ups in the operating
systems and networks; and provide support for vulnerability assessments
and contingency plans.

Perform initial program loads, shutdowns, and recoveries, and verify the
systems integrity.

Perform production control and operation of peripheral equipment
including storage drives, automated storage libraries, magnetic tape
evaluators, and compact disk read-only Memory(CD-ROM) equipment.

Manage removable storage, such as magnetic tapes, and associated storage
libraries. Perform tape cleaning and certification.

Operate high-speed printers.

Detect and isolate problems and support problem determination and
resolution.

Create backup files for storage and maintenance according to approved
configuration management policies and procedures.

Manage computer room activities supporting simultaneous and diverse
operations, development, verification, and maintenance.
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2.5.3 Communications Operations

The contractor shall:

a. Ensure that all voice and video systems are properly configured and
operational prior to each defined activity..

b. Monitor and control the voice and video systems and databases during real-
time and off-line activities.

C. Configure and test voice and video interfaces.

d. Perform system operation, monitoring, tuning, and optimization. Identify
voice and video hardware and software problems and support problem
resolution.

e. Configure, test, and validate data communications interfaces, including

network monitoring. Identify problems in the hardware and software
associated with the data communications network and support problem
resolution.

2.5.4 Training

The contractor shall provide training relating to the use and operation of
equipment and systems to users, both local and remote, and operators. The contractor
shall provide classroom and hands-on training, demonstrations, documentation, training
materials, and training records.

2.6 Hardware and Software Maintenance

The contractor shall maintain in a fully operational condition all hardware and
software for those systems for which the contractor has responsibility, in accordance with
the Operations and Maintenance Plan (DRD 8150P-001). Items to be maintained,
consistent with the GFP list, may be added or deleted throughout the period of
performance of this contract. In performing this function, the contractor shall:

a. Maintain a system that contains information on operational failures,
incidents, discrepancies, and problem disposition, and resolution.

b. Maintain a real time, up-to-date service record for each system. The
record shall inciude the date and type of equipment, service performed, list
of parts used and costs, staff-hours utilized, and downtime, or time not
available for use of equipment.
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Prepare and deliver status reports providing information on outages, such
as component involved, period of downtime, and corrective actions.

Compile and maintain a list of key contacts responsible for coordinating
and conducting the required hardware and software maintenance functions.

Maintain warranty protection and conditions for equipment in warranty.

Maintain vendor subscriptions describing and providing updates and
enhancements.

Keep a complete, up-to-date, and accurate list of spare parts and related
material necessary to maintain the equipment.

Ensure the availability of parts.

Maintain a working relationship with vendors necessary to obtain required
items or maintenance in a timely manner.

Maintain the knowledge and resources necessary to sustain the existing
operational software and hardware systems.

Ensure that the maintenance tools, spares, procedures, skills, and response
times are adequate to support the operational requirements of the system.

2.6.1 Hardware Maintenance

The contractor shall perform maintenance of existing hardware for remedial,
preventive, and, sustaining purposes.

The contractor shall perform preventive maintenance (PM), defined as that
maintenance designed to keep the hardware in proper operating condition. The
PM is performed on a scheduled basis. In performing the PM on hardware, the

contractor shall:

a. Develop PM schedules which minimize disruption to customer operations.

b. Perform adjustments, cleaning, lubrication, and replacement of parts as
specified according to vendor-published maintenance procedures.

c.

Install latest releases of Field Change Orders (FCO)’s and other hardware

- ‘updates. ’
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The contractor shall perform remedial maintenance (RM), defined as that
maintenance performed which results from equipment failures. It is performed as required
on an unscheduled basis. RM shall be performed on all hardware elements. In performing
this function, the contractor shall:

a. Perform RM promptly after notification.

b. Ensure that the RM is performed to minimize operational impact to the
activity. :
C. Plan, implement, and enforce operational procedures to ensure that the

system continues to operate according to requirements while any failed
component is being replaced or upgraded.

2.6.2 Software Maintenance

The contractor shall perform maintenance of existing operational software for

remedial, preventive, and, sustaining purposes. In performing this function, the contractor
shall:

a. Routinely acquire or develop, test, and install approved upgrades to
operating systems, COTS products, and facility-specific application
software. Software tests and installations shall normally be performed
during scheduled system test periods.

b. Track and renew system software licenses.
c. Evaluate vendor-supplied updates or patches for applicability.
d. Implement system software releases.

2.7 Verification

The contractor shall establish a verification program and perform verification and
acceptance testing. These activities shall be performed for upgrades to existing systems,
mission-specific configurations, and new systems to be integrated in the facility. The
contractor shall verify that all systems requirements and designs are implemented
correctly.
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2.7.1 Verification Plan

The contractor shall develop and implement a Verification Plan to ensure that all
GFP and contractor-provided systems perform as specified in the system documentation
and as expected by the system users (DRD 815VR-001).

2.7.2 Verification Testing

The contractor shall:

a. Develop verification test plans and procedures for each verification test and
submit for approval by the established authority.

b. Conduct acceptance and verification tests in accordance with approved
procedures for systems, HWCIs, CSCIs, and operational processes.

c. Document the verification test resulits.
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3. UMS FACILITY SPECIFIC FUNCTIONS

This section describes the specific functions for which the services described in
Section 2 are to be performed. The contractor, utilizing the GFP, shall provide all
personnel and other resources necessary to support these functions. All services described
in Section 2 are applicable to these functions whether or not specifically amplified within
this section, except where explicitly stated.

3.1 HUNTSVILLE OPERATIONS SUPPORT CENTER (HOSC)

The contractor shall provide the Huntsville Operation Support Center (HOSC)
systems engineering, design and development, activity preparation, operations,
maintenance, and verification. The contractor shall perform these integrated activities for
the existing and future facilities and systems that make up the HOSC. The facilities
comprising the HOSC include the Payload Operations Control Center (POCC), Science
Operations Areas (SOA), Shuttle Engineering Support Center (ESC), International Space
Station Alpha (ISSA) User Operations Area (UOA), Payload Operations Integration
Center (POIC), United States Operations Center (USOC), and general support areas.
These facilities are supported by several shared and dedicated systems within the HOSC.
Existing HOSC systems include High Data Rate System (HDRS), Data Distribution
System (DDS), Central Processor System, Operations Management Information System
(OMIS)/Payload Management Information System (PMIS), Spacelab Data Flow System
(SDFS), Mission Integrated Planning System (MIPS) Cluster, POCC Graphics, Time
Distribution System (TDS), HOSC Administrative Software Application (HASA), HOSC
Technical Assessment Laboratory (HTAL), desktop systems, and HOSC communications.
HOSC systems under development include Enhanced HOSC System (EHS), Enhanced
Mission Communication System (EMCS), Payload Planning System (PPS), Payload Data
Support Services (PDSS), and Microgravity Laboratory (MGL). Both HOSC existing
systems and systems under development include the capability for remote access to HOSC
data. The contractor will assume responsibility for the completion of the development, the
integration, and the maintenance of the EHS and EMCS. The contractor shall integrate an
implementation of the EHS into the AXAF OCC in Cambridge, MA and be responsible for
the maintenance of the software until one year after the AXAF launch. The contractor
shall maintain a portion of the PPS. The contractor shall have responsibility for portions
of the development and maintenance of the PDSS. The contractor shail complete the
development of the MGL User Operations Facility (UOF) and MGL Integrated
Communications System (MICS) and perform overall system verification responsibilities.
In addition, this section covers related facilities and capabilities, including the Man
Systems Integration Laboratory (MSIL), the Mission Planning Systems (MPS) for
development, Operations Control Mission Software (OCMS), and dispersed desktop
systems.
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3.1.1 Program Management

The contractor shall exercise HOSC management functions through participation
in groups and boards. The HOSC is controlled and managed by a series of three groups:
HOSC Management Coordination Group (HMCG), HOSC Operations Coordination
Group (HOCG), and the Data Systems Coordination Group (DSCG). The HMCG is the
parent board which controls all HOSC requirements, configurations, schedules, and costs.
Responsibility has been delegated to the HOCG for control of HOSC facility,
communication, operations, maintenance, and account reconfiguration and
implementation. Responsibility has been delegated to the DSCG for database, data
system, and software control. The specific relationships and responsibilities for each group
are defined in HOSC Functional Requirements and Impiementation Plan, MSFC-PLAN-
904. The MGL User Operations Facility (UOF) and the MGL Integrated
Communications System (MICS) are controlled and managed by the HMCG. All other
MGL activities are controlled and managed by Microgravity Project Office. The SDFS is
controlled by the Data Management Software Control Board (DMSCB). The MPS is
controlled by the Planning Systems Software Control Board (PSSCB). The MSIL and
OCMS are controlled by review boards within the cognizant branches.

3.1.2 Systems Engineering

The contractor shall ensure that HOSC and related facilities, capabilities, and
configurations fully support mission operations and development objectives. Specifically,
the contractor shall:

a. Assess all ECRs submitted to the HMCG.

b. Assess all HOSC-related change requests referred by program control
boards, for example, ISSA, Spacelab or AXAF.

c. Maintain a current assessment of all open work on HOSC and related
systems.

d. Assess ECR’s referred by the Microgravity Project Office MGL control
board.

e. Provide systems coordination for external facilities utilizing HOSC
components and architectures.

f Maintain familiarity with the HOSC and related mission operations

disciplines such as mission planning, data management, operations control,
and human engineering.
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3.1.3 Design and Development

The contractor shall perform design and development for existing HOSC and
related systems and enhancements. Specifically, the contractor shall:

a.

b.

Provide design and development assessments of ECRs.

Design and develop approved upgrades to existing systems including the
HDRS, DDS, Central Processor System, OMIS/PMIS, SDFS, MPS, MIPS
Cluster, POCC Graphics, TDS, HASA, OCMS, HTAL, desktop systems
and HOSC communications.

Complete the design and development of systems including the EHS,
EMCS, PDSS, MGL UOF, and MGL MICS.

Ensure all MGL areas and systems are properly interfaced.

Design and develop simulators or prototypes of man-machine interfaces to
be demonstrated, tested or evaluated in the MSIL.

3.1.4 Activity Preparation

The contractor shall perform HOSC and related systems activity preparation. The
following tasks are specific to the HOSC and related systems activity preparation:

a.

b.

Assess and implement all HOSC Configuration Requests (HCR) changes.

Coordinate and track all room configurations within the HOSC. Provide
computer-aided design (CAD) drawings for any reconfiguration change
and new facility development.

Establish and configure services for remote sites including installation and
removal of HOSC equipment at remote sites.

3.1.5 Operations

The contractor shall perform HOSC operations. The contractor shall perform the
following specific tasks.

a.

Monitor, track, and. in some cases, initiate scheduling requests, change
requests, logging information, and problem reports related to the HOSC
facility utilizing the HASA.

‘Request facility maintenance from the appropriate MSFC organization.
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Perform computer operations for the HOSC, related systems, and remote
sites utilizing available operational tools, techniques, processes, and
procedures.

Participate in the HOSC Operations Coordination Group (HOCG) and the
HOSC Management Coordination Group (HMCG).

Configure, control, and monitor systems for processing telemetry, uplink,
and command data.

Operate the Meteorological Interactive Data Display System (MIDDS) in
receiving, transferring and archiving of data. Perform system monitoring,
control, and failure recovery on MIDDS. The contractor shall operate the
MIDDS during Shuttle launch, pre-launch activities, simulation and test
activities, as specified in the MIDDS Operations Support Plan (HOSC-
PLAN-007) and the Earth Sciences Information System (ESIS) Functional
Requirements Implementation Plan (MSFC-PLAN-1952).

Provide around-the-clock off-console administrative support during
mission-related activities.

Operate and maintain the User Assistance Desk (UAD).
Configure, initialize, adjust, operate , and secure MSIL systems in support

of test or simulation objectives and procedures specified and conducted by
the government.

3.1.6 Hardware and Software Maintenance

The contractor shall maintain, for remedial, preventive, and sustaining purposes,
the hardware, software, and audio/video communication systems for the HOSC and
related facilities. The contractor shall perform the following specific tasks for these

facilities:

a.

b.

Maintain hardware, software, and audio/video communication systems.

Develop, test, integrate, and document upgrades to these systems for
sustaining purposes.

Ensure that all necessary equipment is in acceptable operating condition to
support scheduled facility activities.
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3.1.7 Verification

The contractor shall document and implement a verification process for all current
and future HOSC systems. The contractor shall provide verification assessments of ECRs.
For the MGL UOF and MICS, the contractor shall perform all verification functions. For
the integrated MGL, the contractor shall be responsible only for integrated system
requirements verification and integrated system verification acceptance testing.

3.2 PAYLOAD CREW TRAINING COMPLEX (PCTC)/UTILIZATION
DEVELOPMENT CAPABILITY (UDC)

The contractor shall provide systems engineering, design/development, activity
preparation, operations, maintenance, and verification for the Payload Crew Training
Complex (PCTC) and Utilization Development Capability (UDC). The contractor shall
perform these activities for existing Spacelab projects in the PCTC and for future ISSA
projects in the UDC.

3.2.1 Program Management

The contractor shall exercise PCTC/UDC management functions through
participation in groups and boards. The PCTC is managed and controiled by the PCTC
Management Control Board (MCB). The PCTC MCB controls the PCTC system
requirements, configurations, schedules, costs, engineering changes, and management
policies and procedures. The PCTC MCB consists of representatives from each
organizational element directly involved in PCTC simulator development, training, and
operations. The PCTC Operations Support Group (POSG) monitors the PCTC
operations and supports the PCTC MCB by presenting proposed changes, assessing
changes, implementing and monitoring decisions, and assuring that the configuration
control objectives are met. The UDC will be managed through a similar process and
board structure.

3.2.2 Systems Engineering

The contractor shall ensure that PCTC/UDC capabilities and configurations fully
support mission training and development objectives. Specifically, the contractor shall:

a. Assess ECRs submitted to the MCB.

b. Assess all PCTC/UDC change requests referred by program control
boards.

c. Evaluate at ATP and continue to monitor the status of PCTC simulator

development and integration, as well as mission-unique PCTC systems
changes.
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d. Monitor the status of UDC systems development tasks and simulator
integration.

e. Identify and coordinate PCTC/UDC activities necessary to support system-
level requirements development.

f Plan the integration of payload training simulators into the PCTC/UDC
host system.

3.2.3 Design and Development

The contractor shall perform hardware, software, and communications systems
design and development for PCTC systems and UDC systems. Specifically, the contractor
shall:

a. Compiete all existing design, development and integration on PCTC
payload simulators.

b.: Design, develop, install, test and checkout PCTC payload simulator
hardware and software according to requirements.

c. Integrate, test, and checkout PCTC user-provided payload simulators
according to agreements between MSFC and users.

d. Design and develop approved upgrades to enable utilization of existing
PCTC systems in the ISSA UDC.

e. Complete the design and development of the ISSA UDC.
f Integrate, test and checkout UDC host and simulator software.

g Develop, fabricate and install low-fidelity UDC payload racks and
faceplates.

3.2.4 Activity Preparation

The contractor shall perform activity preparation tasks to ensure that PCTC/UDC
functions are readied for each activity by integrating data bases, hardware, and software
within the host systems and simulators, and by configuring and verifying host systems,
training simulators, communications systems, GFP, and user-provided equipment.
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3.2.5 Operations

The contractor shall operate the PCTC/UDC in support of users’ and internal
activities. The contractor shall perform the following specific tasks for the PCTC/UDC.

a.

Monitor, track, and, in some cases, initiate scheduling requests, change
requests, logging information, and problem reports related to the
PCTC/UDC facility.

Assist PCTC/UDC users in planning activities, preparing scheduling
requests, and initiating problem reports.

Develop, test, and document contingency and disaster recovery
procedures.

Activate, terminate, monitor, and adjust PCTC/UDC systems and
simulators in concert with PCTC/UDC users.

Troubleshoot and recover, or develop and implement workarounds for
PCTC/UDC systems and simulators in concert with PCTC/UDC users.

3.2.6 Hardware and Software Maintenance

The contractor shall maintain PCTC/UDC hardware, software, and audio/video
communication systems for remedial, preventive and sustaining purposes. The contractor
shall perform the following specific tasks for the PCTC/UDC:

a.

b.

Maintain PCTC-developed payload simulator hardware and software.

Maintain PCTC/UDC host hardware and software, and audio/video
communication systems.

Develop, test, integrate, and document upgrades to PCTC and UDC
systems and simulators for sustaining purposes.

Ensure that all necessary equipment is in acceptable operating condition to
support scheduled facility activities.

3.2.7 Verification

The contractor shall document and implement a simulator verification process for
all current and future PCTC/UDC systems. The contractor shall provide verification
assessments of ECRs.
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3.3 MSFC DISTRIBUTED ACTIVE ARCHIVE CENTER (DAAC)
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APPENDIX A

APPLICABLE/REFERENCE DOCUMENTS

Listed below are documents pertinent to the performance of the UMS Statement
of Work. Applicable documents govern and specify processes and products. Reference
documents contain relevant information.

A.l1  Applicable UMS Documents

MSFC PLAN 904
HOSC PLAN 005
HOSC PLAN 007
HOSC PLAN 008
MSFC RQMT 975
MSFC RQMT 1178
MSFC RQMT 1430
MSFC RQMT 1440
MSFC RQMT 2436
MSFC RQMT 2437
MSFC RQMT 2499
MSFC STD 555
MSFC STD 1274
MSFC STD 1956

MSFC SPEC 2237

HOSC Functional Requirements and Implementation Plan
HOSC Systems Management Plan

MIDDS Operations Support Plan

MIDDS Operations Test Plan

HOSC Generic PP Requirements

POCC Spacelab Common Use Computations

Shuttle PPS Common Use/Special Computation Requirements
Generic Requirements for the HOSC Enhanced Data System
EMCS System Requirements Document

EMCS Video System Requirements Document

HOSC Security Requirements Document

MSFC Engineering Documentation Standard

MSFC POCC Telemetry Standard

HOSC Common User Interface Standard, Displays

EHS Protocol

A.2 Reference Documents

PMIS-HDBK 1460

Payload Management Information Systemi User’s Handbook

J-1- 35



MSFC HDBK 1550 Spacelab Operations Management Information System User’s
Handbook

HOSCHDBK 001 HOSC Operations Handbook
HOSCPLAN 009 HOSC Contingency Plan

MSFC RQMT 700-1 PCTC Contingency Plan

MSFC RQMT 700-2 PCTC Capabilities Document

MSFC RQMT 700-3 PCTC External Interface

MSFC RQMT 701-1 PCTC Computer Configuration

MSFC RQMT 701-2 Spacelab Module CCTV

MSFC RQMT 701-3 PCTC Communications Control Center
MSFC RQMT 702-1 JSC/SMS/SLS Communications ICD
MSFC RQMT 702-2 Host Software Specification

MSFC RQMT 702-3 OCT Control Task User’s Manual
MSFC RQMT 702-5 Simulator Library User’s Manual
MSFC RQMT 702-6 GTSG User’s Manual

JA 711 ESRSDD Handbook

JA-839 Simulations Operations Handbook
MSFC DOC 2545  Concept Document for the UDC
MSFCDOC 2546  Prime Item Development Specification for the UDC

SST-420 PTC System Design Review
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1 UMS MISSION STATEMENT

The contractor's mission is to manage, be responsible for, and provide services to meet
the requirements of the Flight Projects Directorate (FPD) Ground Systems Department
(GSD) and its customers. The mission services in this contract include systems
engineering, design and development, activity preparation, operations, hardware and
software maintenance, and verification within Marshall Space Flight Center (MSFC)
facilities and capabilities in support of ground and flight operations. The facilities include
the Huntsville Operations Support Center (HOSC) and related systems, which are used in
support of Space Transportation System (STS), International Space Station (ISS), and
Chandra X-Ray Observatory. In performing this mission, the contractor shall:

a. Operate and maintain existing equipment and software.
b. Gather, analyze, define and document systems requirements.
C. Configure, prepare, integrate, interconnect, activate, monitor, evaluate,

adjust, calibrate, measure and document performance of existing
equipment and software.

d. Plan, design, develop, integrate, test, and implement new systems or
enhancements to existing systems.

For the purpose of this Statement of Work (SOW), the GSD customer is defined as the
end-user of the services described. A GSD customer may be an organization such as a
NASA program, project office, staff office, NASA contractor, payload developer,
international partner or an individual within these organizations. .

2 UMS SERVICES

The contractor shall support MSFC in UMS systems engineering, design/development,
activity preparation, operations, maintenance, and verification. Ground Support Systems
(GSS) include operations control centers, training facilities, data archive distribution
centers and development systems. This support shall entail provisioning management,
labor, materials, and equipment for the performance of tasks described in the following

paragraphs.

For GSS systems and upgrades currently in work, the contractor shall ensure all the tasks
have been properly defined, identify any deficiencies and complete the tasks necessary to
successfully complete the development. The contractor shall periodically evaluate the
status of all GSS services and functions and provide recommendations on improvements
and deficiency corrections. The contractor shall implement programs and processes that
encourage continuous improvement as an integral part of the services described in this
SOW. The contractor shall implement corrections and process improvements as
recommended to and approved by appropriate control processes.
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The contractor shall determine whether new documentation shall be developed or updates
of existing documentation shall be performed. The contractor shall generate new
documentation as specified in this SOW or update existing system documentation as
appropriate.

The contractor shall participate in applicable program/project reviews and
steering/working groups.

The contractor shall integrate all services and functions within and across. The facilities
to ensure efficient, flexible, complete, consistent, and coordinated facility management

and operation.

2.1 MANAGEMENT

The overall MSFC program management responsibilities for the services and functions
addressed in this SOW are exercised through the established responsibility and authority
of the Contracting Office Technical Representative (COTR), the lead engineers, and the
configuration management boards and control groups.

The contractor shall provide program management, financial management, property
management, safety, security, configuration management, facilities management, contract

administration, and procurement.

The contractor shall provide, implement, and maintain the requisite organization,
disciplines, and systems necessary to manage the personnel and resources required for the
performance of these functions. ’

2.1.1 Program Management

The contractor shall develop and implement systems for planning, scheduling,
controlling, and reporting all UMS services and functions, and for analyzing and
reporting contract performance. In performance of program management, the contractor

shall:

a. Prepare, implement, and maintain the UMS Work Breakdown Structure
and Dictionary (DRD 815MA-004).

b. Prepare and submit progress reports (DRD 815MA-003).

C. Prepare reports of obligations and planned expenditures for significant
- use of information technology (DRD 815CD-002).

d. Prepare, implement, and maintain the UMS Program Management Plan
(DRD 815MA-001).
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e. Develop and maintain project, system, and facility schedules and
staffing plans.
f. Establish, implement, and maintain quality assurance as a means of

ensuring that products and services conform to specific requirements

2.1.1.1 Materials
2.1.1.2 Travel
2.1.1.3 Training

2.1.1.4 Financial Management

The contractor shall be responsible for planning, tracking, accumulating, and reporting
contract costs and providing other financial support required to meet the budgeting, cost
reporting, billing, and disclosure requirements of the contract. In performance of this

function, the contractor shall:

a. Provide, implement, and maintain a cost accounting system. The system
shall fully integrated and shall provide status of committed, obligated,
costed, and disbursed fends The system shall be structured to provide
projections and tracking of negotiated and accrued costs, including labor
hours, by unique project number, by WBS element, and by facility.

b. Develop and implement a system to ensure compliance with current NASA
budget guidelines and operating plans. The contractor shall inform the
COTR of projected and actual manpower and cost variances from the plan
for the current fiscal year. The contractor shall present the magnitude of
variances, the reason for the variances, and all projected activities that might
affect the variances.

c. Prepare inputs for program/pfoj ect budget cycles for GSD submittals.

d. Prepare and submit Financial Management Reports (DRD 815MA-002).

2.1.1.5 Property Management

The contractor shall perform property management and administration of all property
acquired by or in possession of the contractor and subcontractors, including Government
Furnished Property. In performance of this function, the contractor shall:

a. Utilize the NASA Equipment Management System (HEMS) and the
associated equipment identifiers to accomplish UMS inventory management

and control.
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Prepare, implement, and maintain the Government Property Management
Plan (DRD 815LS-001).

Perform routine maintenance and annual inventory of government property
records.

Support periodic audits of the inventory.

Comply with the requirements of NHB 4200.1, NASA Equipment
Management Manual; NHB 4200.2, Equipment Management System User's
Handbook for Property Custodians; NHB 4100.1, NASA Materials
Inventory Management Manual; and MM 4000.1, MSFC Property
Management Manual for the acquisition and responsibility of materials and
equipment including execution of property custodian furictions.

Perform logistics functions such as packing and preparation for shipping
equipment out for repair and relocating received equipment to its installation
point in compliance with MSFC property regulations. '

2.1.1.6 Safety

The contractor shall prepare, implement, and maintain a comprehensive safety, health,
and housekeeping program for all assigned areas and activities. In performance of this
function, the contractor shall:

a.

Prepare, implement and maintain the Safety and Health Plan (DRD 815
SA-002).

Implement the safety program in compliance with NHB 1700.1, MMI
1700.16 and MMI 1711.2.

Prepare, implement, and maintain comprehensive health policies and
procedures in compliance with Occupational Safety and Health
Administration (OSHA), NASA and MSFC standards, instructions,
requirements, policies and guidelines.

Maintain records and submit reports of occupational injuries and illnesses
(DRD 815 SA-001).

Prepare, implement, and maintain comprehensive housekeeping policies and

procedures.

Ensure that the appropriate safety and Fire Marshall rules and regulations
are followed in each facility.
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2.1.1.7 Security

The contractor shall prepare, implement, and maintain the Security Plan for Unclassified
Federal Computer Systems (DRD 815CD-001) and implement a comprehensive program
consistent with NASA, DOD, and MSFC regulations and procedures for the performance
of the UMS contract. The plan shall include Federal Information Processing (FIP)
resource protection, personnel security, facility access procedures, policies, and
protection, and the safeguarding of Privacy Act Information and proprietary data. In
performance of this function, the contractor shall:

a.

Define and implement the Information Technology Security (ITS)
procedures and functions for each UMS facility necessary to provide
protection of the information systems consistent with the criticality level
of the systems, applications, and data content.

Support disaster preparedness and recovery by:

(1) Ensuring, by complying with the MSFC disaster recovery plan, the
orderly recovery from a disaster that may render all or part of the
UMS systems and equipment inoperable.

(2)  Coordinating with disaster recovery experts across MSFC and
NASA to verify integration procedures and planning techniques.

?3) Executing effective measures to protect all systems, equipment,
and data from potential environmental threats.

4) Ensuring that systems are operational and restoring any lost
capabilities and data after the occurrence of a disaster.

Ensure that all systems connected to a NASA network or operated for
NASA conform to NASA and Center security policies and procedures.

Ensure that all systems connected to a NASA network or operated for
NASA, conform to NASA and Center security policies and procedures.

Ensure that all employees requiring unescorted or unsupervised physical
or electronic access to NASA systems, programs, and data have at least
the following on file with the Center Chief of Security

(1)  National Agency Check (NAC)
2 Personnel Security Questionnaire (NASA Form 531) on file.

(3 Fingerprint Card (FD-258).
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f Have in place an employee checkout proéess that ensures:
(1)  Return of badges
2 Retum of keys
3) Return of electronic access devices
(4)  Return of all NASA equipment

(5)  Notification to NASA of planned termination 3 days prior to
employee’s departure.

(6) NASA immediate notification in case of termination for cause.

(7)  AIINASA access and/or network accounts shall be immediately
disabled upon employee’s separation.

t3)) The employee shall have no continuing access to systems under
the operation of the Contractor for NASA.

(9)  Access must be disabled the day the employee separates from the

Contractor.

g. Obtain authorization from the Center Chief of Security prior to granting
a non-permanent resident alien access to NASA IT systems and
networks.

h. Ensure that employees with access to NASA information resources

receive annual IT security awareness and training in NASA IT Security
policies, procedures, computer ethics, and best practices.

1. Employ an effective method for communicating to all its employees any
Information Technology Security policies and guidance provided by the
Center Information Technology Security Manager (CITSM) and/or
Center CIO Representative as part of the new employee briefing
process.

j- Employ an effective method for accessing that all its employees
understand any Information Technology Security policies and guidance
provided by the Center Information Technology Security Manager
(CITSM) and/or Center CIO Representative as part of the new employee
briefing process.

k. Ensure that all employees represent that they have read and understand
any new Information Technology Security policy and guidance provided
by CITSM and Center CIO Representative over the duration of the
contract.



September 18, 2001

Ensure that employees performing duties as system and network
administrator in addition to performing routing maintenance possess
specific security skills. These skills include the following:

(1)  Utilizing software security tools
(2)  Analyzing logging and audit data

(3)  Responding and reporting to computer or network incidents as per
NPG2810.1

(4)  Preserving electronic evidence as per NPG2810.1
(5)  Recovering to a safe state of operation

Provide training to employees to whom they plan to assign system
administrator roles that ensure full level of proficiency to meet all
NASA system administrators’ functional requirements.

Ensure methods and processes are in place to document that employees
in system administration roles or those planned to be assigned to these
roles, have mastered the training material, or have the required
knowledge and skills.

Promptly report to the Center IT Security Manager any suspected
computer or network security incidents occurring on any system
operated by the Contractor for NASA or connected to a NASA network.

In the event that it is validated that there is a security incident, provide
access to the affected system(s) and system records to NASA and any
NASA designated third party so that a detailed investigation can be
conducted.

Develop procedure and implementation plans that ensure:

(1)  IT resources leaving the control of an assigned user (such as being
reassigned, repaired, replaced, or excessed) have all NASA data
and sensitive application software permanently removed by a
NASA - approved technique.

(2)  NASA - owned applications acquired via a “site license” or
“server license” be removed prior to the resource leaving NASA’s

use.

- (3) Damaged IT storage media for which data recovery is not possible

be degaussed or destroyed.
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L. Afford NASA, including the Office of Inspector General, access to
Contractor’s and subcontractor’s facilities, installations, operations,
documentation, databases, and personnel to the extent required to carry
out a program of IT inspection, investigation, and audit to safeguard
against threats and hazards to the integrity, availability, and
confidentiality of NASA data, and to preserve evidence of computer

crime.

S. Document all vulnerability testing and risk assessments conducted in
accordance with NPG2810.1 and any other IT security requirements
specified in the contract or as directed by the Contracting Officer.

t. Provide results of any Vuinerabi]ity test and risk assessments to the
Center IT Security Manager.

u. Assist in the activities of vulnerability assessment and penetration
testing performed as part of Center IT security compliance assessment.

v. Notify NASA system owner and NASA data owner of within 5 working
days of the following:

(1) New or unanticipated threats or hazards discovered by the
Contractor.

2) New or unanticipated threats or hazards made known to the
Contractor.

(3)  Ifexisting safeguards fail to function effectively.

(4)  Make appropriate risk reduction recommendations to the NASA
system owner and/or the NASA data owner.

(5)  Document the risk or modification to the IT Security Plan.

w. Develop a procedure to accomplish the recording and tracking of the
following:

(1)  IT Security Plans including updates

(2)  IT system penetration and vulnerability tests for all NASA
systems under its control or for systems outsourced to manage on

behalf of NASA.

(3)  Results must be reports to the Center IT Security Manager.
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X. When directed by the Contracting Officer the Contractor shall:

(1

Submit for NASA approval a post-award security implementation
plan outlining how the Contractor intends to meet the
requirements of NPG2810.1.

(2)  Incorporate the plan into the contract as a compliance document
after receiving Government approval

3) The plan shall demonstrate thorough understanding of NPG2810.1
and include as a minimum the security measures and safeguards to
ensure that IT resources acquired and used by Contractor and
subcontractor personnel:

4 Are protected against unauthorized access, alteration, disclosure,
or misuse of information processed, stored, or transmitted.

(5)  Can maintain the continuity of automated information support for
NASA missions, programs, and functions.

(6)  Incorporate management, general, and application controls
sufficient to provide cost-effective assurance of the systems
integrity and accuracy.

(7)  Have appropriate technical, personnel, administrative,
environmental, and access safeguards.

(8)  Document and follow a virus protection program for all [T
resources under its control.

(9)  Document and follow a network intrusion prevention program for
all IT resources under its control.

y. Prior to selecting any IT security solution, consult with their Center IT

Security Manager to ensure interoperability and compatibility with other
systems with which there is a data or system interface requirement.

zZ. 'Comply with all Federal and NASA encryption requirements for NASA
flight programs and involve the Center Communications Security
(COMSEC) Manager when selecting encryption solutions.

aa. Update MSFC-RQMT-2467 to NPG2810.1 standards.

2.1.1 8 Configuration Management

The contractor shall be responsible for a Configuration Management (CM) program for
‘hardware and software that provides (1) configuration identification (drawings and
specifications), (2) configuration control, and (3) support for reviews and audits required
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for the program defined within this contract. The contractor shall define in the
Configuration Management Plan the program and procedures that will be implemented to
assure contract compliance (DRD 815CM-001).

The following defines the requirements for establishing and maintaining the
Configuration Identification Documentation:

a. Prepare and deliver specifications meeting the requirements of
MIL-STD-490 and MSFC-STD-555 in accordance with DRD

815CM-002.

b. Provide product drawings and parts lists of the types specified in
MIL-STD-100E to meet the requirements of MSFC-STD-555 and DRD

815CM-003.

Engineering/project changes, deviations, waivers, and related data to Government
configuration controlled documents shall be processed in accordance with the
requirements of MMI 8040.19 and MSFC-STD-555. Engineering Change Requests
(ECR) shall be generated and processed in accordance with DRD 815CM-004.

Deviations and waivers shall be generated and processed in accordance with DRD
815CM-005.

In performance of configuration management of the hardware and software systems, the
contractor shall ensure version control and definition; provide accessibility control;
provide traceability of revision history; and provide definition control of executable

operational configurations.

2.1.1.9 Facilities Management

The contractor shall implement and maintain a uniform system of managing the use of
assigned facilities. In performance of this function, the contractor shall:

a. Maintain floor plans of all assigned facilities to reflect the location of
furniture, equipment, and electrical services.

b. Maintain continuous records of changes or movements of equipment and
furniture to ensure that responsibility requirements are met.

c. Maintain locality information listings, including number of personnel by
on-site and off-site location, square footage, and associated lease and
maintenance costs (DRD 815CD-003).

d. Plan for future facility requirements or expected changes in personnel and
-—equipment-locations: This includes power; lighting;-square footage; layout,
heating, ventilation, and cooling (HVAC), fire suppression and detection,
and security.

10
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e. Plan for facility modifications to designated, contractor-occupied areas.
Make accommodations for changes in personnel space and equipment space.
Participate in the scheduling of such activity to minimize disruption of

operations.

2.1.1.10 Contract Administration

In performance of contract administration functions, the contractor shall:

a. Provide a single point of contact with contractual obligation authority for all
contract administration functions and activities required in performance of
this contract. This point of contact shall have access to all contract
administration data and information related to performance of this contract.

b. Provide on-line access to contract administration information and data
through the management information databases to the Contracting Officer
and designated personnel. The management information databases shall
provide the capability to track costs by specific contract change orders.

2.1.1.11 Procurement

In performance of procurement functions, the contractor shall:

a. Provide all supplies and services (not otherwise furnished by the
government @& covered under a NASA Indefinite Delivery/Indefinite
Quantity (ID/IQ contraet) which are required to perform the services and
functions specified in the SOW and to accomplish the UMS mission.

b. Provide, implement, and maintain a procurement system compatible with
the contractor's financial management system. The system shall track the
status of individual procurements from purchase request, through purchase
order or contract and delivery. The system shall provide on-line funding
verification of purchase orders and contracts.

¢c. Provide, implement, and maintain procurement controls including contractor
policies and procedures governing standards of conduct, procurement
processes and practices, and prevention of waste, fraud, and

mismanagement.

2.2 SYSTEMS ENGINEERING

The contractor shall develop system-level requirements for hardware, software, external
interfaces, internal interfaces, and operations. The contractor shall perform system

- requirements development, system analysis, operations integration and planning, and
sustaining engineering. These activities shall be performed for upgrades to existing
systems, new requirements for existing systems, mission-specific requirements, and new

programs to be supported by each facility.

11
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2.2.1 Systems Engineering Management/Administration

The contractor shall provide 1anagement and administration of Systems Engineering
department.

2.2.1.1 Materials

The contractor shall provide necessary materials to complete assigned tasks.

2.2.1.2 Travel

The contractor shall provide for travel to complete assigned tasks.

2.2.1.3 Training

The contractor shall provide for training to complete assigned tasks as réquired. B

2.2.2 ISS Project

The contractor shall provide Independent Verification and Validation (IV&V), training,
systems engineering, hardware engineering and systems integration for the ISS project.

2.2.2.1 Product Assurance

The contractor shall perform build management, configuration management, quality
assurance and technical publication tasks for the ISS project.

2.2.2.1.1 Build Management — The contractor shall perform build management functions
for ISS software deliveries to include HPRs/ECR content definition/decision
making and maintenance of build definition document.

2.2.2.1.2 Configuration Management

The contractor shall provide CM services to include configuration identification, change
control management, maintenance of CMPM, management and maintenance of the UMS
software library, managing the distribution of software, and performing configuration
audits. The contractor shall provide for the collection, inspection, cataloguing, and
storage of contingency backups for POIC systems.

2.2.2.1.3 Data Management(DM)

The contractor shall provide DM services to include Document, data, and library
management, status accounting database management and maintenance, providing
change board administrative services, and maintaining all documents and metrics data
provided through UMS websites. The contractor shall also provide all FileMaker
database development and administration services for all UMS maintained status
accounting databases. The HOSC scheduling system is in transition from a Vax based
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Datatrieve application to a Filemaker based application. Following successful
deployment of a functional scheduling system this task will be reduced. Future
maintenance of the scheduling system is not funded under the engineering change that
established it and will not be provided. Development of web interfaces for all status
accounting databases will continue until phase out toward the end of the contract year.

2.2.2.1.4 Quality Assurance - Deleted.

2.2.2.1.5 Technical Publications

The contractor shall provide document maintenance and development services for all
Level ITI, IV and V documents maintained by UMS, develop monthly and quarterly
reports in support of the program and provide presentation services for the contract.

2222 IV&V

The contractor shall establish a verification program and perform verification and
acceptance testing. These activities shall be performed for upgrades to existing systems,
mission-specific configurations, and new systems to be integrated in the facility. The
contractor shall verify that all systems requirements and designs are implemented

correctly.

2.2.2.2.1 EHS Build Validation

The contractor shall provide for test plan/procedure development, execution, and analysis
for all EHS builds. The contractor shall accomplish testing and provide metrics reporting
to level B specification. Identification of Level A requirement trace issues and their
subsequent resolution will be addressed as manpower resources allow. CoFR reporting
will continue in accordance with the current practices. Significant reductions are planned
in this area at the completion of EHS build 5.0 IV&V, which coincides with the end of

this contract year.

2.22.2.2 System Testing

Task provides for test plan/procedure development, execution, analysis, and metric
reporting for all inter-system/system testing of EHS, Commercial-Off-The-Shelf (COTS),

Operating System elements, platforms and system/subsystem interfaces.

2.2.2.2.3 External Interface Testing

The contractor shall provide for test plan/procedure development, execution, analysis,
and metric reporting for all external interfaces to the EHS and the POIC.

22224 Database Testing
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The contractor shall provide for the test plan/procedure development, execution, and
analysis for all command and telemetry database validation for compatibility and
supportability with the EHS.

2.2.2.3 Training

The contractor shall provide training relating to the use and operation of equipment and
systems to users, both local and remote, and operators. The contractor shall provide
classroom and hands-on training, demonstrations, documentation, training materials, and

training records.

2.2.2.3.1 EHS User Guides — The contractor shall maintain the single, composite EHS
user guide - HOSC-EHS-1650.

2.2.2.3.2 Training Development — Deleted

2.2.2.3.3 Training Classes

The contractor shall deliver EHS training in the form of training seminars, and
local/remote instructor led training classes. Training records shall be developed and
maintained. Training classes will continue at a reduced interval as both personnel and

system resources allow.

2.2.2.3.4 Help Desk

The contractor shall provide EHS end user training and online support 40 hours per week.

2.2.2.4 Systems Engineering

The contractor shall ensure that HOSC and related facilities capabilities and
configurations fully support mission operations and development objectives. Specifically,
the contractor shall:

Assess all ECRs submitted to the HMCG.

Assess all HOSC-related change requests referred by program control boards, for
example, ISS, Spacelab or CXO.

Maintain a current assessment of all open work on HOSC and related systems.
Assess ECR's referred by the Microgravity Project Office MGL control board

Provide systems coordination for external facilities utilizing HOSC components and

e __.______architectures. _ S
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Maintain familiarity with the HOSC and related mission operations disciplines such
as mission planning, data management, operations control, and human
engineering.

2.2.2.4.1 Project Management — The contractor shall perform minimal project
management and planning for ISS activities. The contractor shall provide
status, schedule data, and CoFR data to Program Management. This task
includes System Engineering and CPE tasks in support of ISS engineering
activities.

2.2.2.4.2 Requirement Processing

The contractor shall provide for the collection, formulation, analysis, and processing of
ISS project requirements. This task covers CPE functions for ISS ECR and Book
manager functions for level 3 and level 4 project documents. The task will be reduced
during this year commensurate with the reduced quantity of ISS ECRs.

2.2.2.4.3 ICD Development - Deleted

The contractor shall provide for the collection, formulation, analysis, and processing of
interface requirements (inter system and inter center) for the ISS project. This task
covers CPE function for Inter-center engineering changes and book manager functions
for level 2 and 3 ICDs. The task will be reduced during this contract year to a

maintenance level only.

2.2.2.4.4 Design Review

The contractor shall develop concepts, operations and concepts and top-level designs.
The contractor shall approve system and software designs and provide design review
support for all approved ISS project requirements.

2.2.2.4.5 Project Schedules -

The contractor shall maintain a limited set of ISS project schedules for internal use only.

2.2.2.4.6 Trace Management — Deleted

2.2.2.47 Program Requirements Document (PRD) Maintenance

The contractor shall maintain PRD/Database to reflect all inter-center requirements for
the MSFC/POIC.

2.2.2.4.8 Data System Security

The contractor shall provide for the collection, formulation, analysis, and monitoring of
data system security requirements, plans, and procedures for all systems used it the POIC
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to include internal and external interfaces and networks. Reference section 2.1.1.7 for a
complete task listing.

2.2.2.5 Hardware Engineering
The contractor shall:

a. Conduct system performance studies, recommending appropriate change to
eliminate potential system bottlenecks, resources conflicts, and system

overloads.

b. Isolate problems_in systems and effect proper resolution. Document and report
the status of changes.

c. Perform capacity analysis of existing computational and telecommunication
systems and supporting resources to ensure that systems are performing
compatible with specific system requirements.

d. Provide capacity-planning recommendations based on analysis and changes in
requirements and technology.

e. Provide risk analysis_and management that shall include continual
identification and assessment of technical, schedule, cost, and organizational
risks involved with the operation of systems.

f.  Perform technology assessments, system upgrade analysis and test, concept
prototyping, product evaluations, and human/computer interface evaluations.

g. Prepare and maintain documentation trees. Based on initial evaluation,
recommend appropriate modifications and implement approved changes.

22251 Computer Engineering

The contractor shall provide for engineering services for all computer platforms utilized
on this contract. These services include:

a. Performing trade studies
b. Developing and maintaining hardware specifications
c. Developing and conducting engineering acceptance tests as required

d. Evaluating system performance/maintenance data

16



September 18, 2001

e. Developing comprehensive system acquisition specifications and
documentation for end items/products that are to be acquired from
manufacturers or vendors

f. Managing and maintain the hardware baseline

g Maintaining knowledge on new and existing technologies relevant to the
POIC

h. Providing technical support to hardware technicians
i. Evaluating new requirements and change packages as required.
22252 Communication Engineering

The contractor shall provide for engineering services for all voice/video/data
communications equipment utilized on this contract. These services include:

a. Performing trade studies
b. Developing and maintaining hardware specifications
c. Developing and conducting engineering acceptance tests as required

d. Evaluating system performance/maintenance data, develop procurement
packages

e. Managing and maintaining the hardware baseline

f. Maintaining knowledge on new and existing technologies relevant to the
POIC ’

g. Providing technical support to hardware technicians, and evaluate new
requirements and change packages as required

22253 Network Engineering

The contractor shall provide for engineering services for all network equipment utilized
on this contract. These services include:

a." Performing trade studies
b. Developing and maintaining hardware specifications
c. Developing and conducting engineering acceptance tests as required

d. Evaluating system performance/maintenance data
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Developing procurement packages
Managing and maintaining the hardware baseline

Maintaining knowledge on new and existing technologies relevant to the
POIC

Providing technical support to hardware technicians

Evaluating new requirements and change packages as required

2.2.2.6 System Integration

The contractor shall provide Chief Engineering services for the ISS project. Services
include the development, analysis, and implementation of an overall system design and

architecture.

2.2.2.6.1 System Design/Architecture

The contractor shall:

a.

Conduct system performance studies, recommending appropriate change to
eliminate potential system bottlenecks, resources conflicts, and system

overloads.

Define integrated system architectures and designs meeting all system
requirements.

Incorporate Government-Furnished Property (GFP) components into system
architectures and designs.

Allocate system design components to Hardware Configuration Item (HWCls)
and Computer Software Configuration Item (CSClIs).

Document all system internal/external interface architectures and designs.
Perform system analyses, trade studies, and assessments to determine options
and recommendations for system capabilities, design, and development.

Develop conceptual, functional, and operational models of the system from
the requirements.

Determine system functional element interrelationships and interactions,
predict system performance, perform make-or-buy analyses, and compare

competing design alternatives.

Investigate vendor products and summarize options for make-or-buy.

Perform risk assessments and define risk mitigation processes.

18



September 18, 2001

J.  Assess the potential usefulness of technological advances in improving
efficiency and/or reducing cost.

2.2.2.6.2 HOSC Integration

The contractor shall provide system integration services within the HOSC for the ISS
Project system. Conduct operations integration and planning to ensure coordination of all
operations disciplines and integrated planning across all system elements, including GFP.

2.2.2.6.3 Remote Site Integration - Deleted

2.2.2.6.4 Kennedy Space Center (KSC) -

The contractor shall provide remote site engineering and integration services for the KSC
EHS installation.

2.2.2.6.5 Glenn Research Center (GRC) - Deleted

2.2.2.6.6 Other - Deleted

The contractor shall provide remote site integration services for the TDB installation.
Phase out is planned without additional funding.
2.2.3 PDSS Project

The contractor shall provide Independent Verification and Validation (IV&V), training,
systems engineering, hardware engineering and systems integration for the PDSS project.

2.2.3.1 Product Assurance

The contractor shall perform build management, configuration management, quality
assurance and technical publication tasks for the PDSS project.

2.23.1.1 Build Management —

The contractor shall perform build management functions for PDSS software deliveries
to include HPRS/ECR content definition/decision making and maintenance of build

definition document.
22312 Configuration Management

The contractor shall provide CM services to include configuration identification, change
control management, maintenance of CMPM, managing software library, and performing

configuration audits.

22313 Data Management
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The contractor shall provide DM services to include document, data, and library
management, status accounting database management and maintenance, providing
change board administrative services, and maintaining UMS websites.

223.14 Quality Assurance - Deleted
2.2.3.15 Technical Publications

The contractor shall provide document maintenance and development services to include
develop monthly and quarterly reports in support of the program and providing
presentation services for the contract.

2232 V&V

The contractor shall establish a verification program and perform verification and
acceptance testing. These activities shall be performed for upgrades to existing systems,
mission-specific configurations, and new systems to be integrated in the facility. The
contractor shall verify that all systems requirements and designs are implemented
correctly.

22321 Build Validation

The contractor shall provide for test plan/procedure development, execution, and analysis
for all PDSS builds.

22322 System Interface Testing

The contractor shall provide for test plan/procedure development, execution, and analysis
for all inter-system testing of PDSS and it subsystem interfaces.

2234 Project Engineering

The contractor shall ensure that HOSC and related facilities capabilities and
configurations fully support mission operations and development objectives. Specifically,

the contractor shall:
a. Assess all ECRs submitted to the HMCG.

b. Maintain a current assessment of all open work on HOSC and related systems.
c. Assess ECR's referred by the Microgravity Project Office MGL control board.

Provide systems coordination for external facilities utilizing HOSC components and
architectures.

Maintain familiarity with the HOSC and related mission operations disciplines such as
mission planning, data management, operations control, and human engineering.
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2.234.1 Project Management -

The contractor shall perform limited project management and planning for PDSS
activities. The contractor shall provide status and schedule data to Program management.

This task includes providing technical direction to assigned personnel.

22342 Requirement Processing

The contractor shall provide for the collection, formulation, analysis, and processing of
PDSS project requirements. The contractor shall perform CPE functions for PDSS ECRs
and Book manager functions for level 3 and level 4 project documents. This task will be
reduced during this year and integrated with remaining System Engineering CPE

resources.
22343 ICD Development - Deleted

The contractor shall provide for the collection, formulation, analysis, and processing of
interface requirements (inter system and inter center) for the PDSS project. The
contractor shall perform CPE function for PDSS ECRs and book manager functions for

level 2 and 3 ICDs.
22344 Design Review

The contractor shall develop concepts, operations and concepts and top-level designs.
The contractor shall approve system and software designs and provide design review
support for all approved PDSS project requirements.

22345 Project Schedules

The contractor shall maintain PDSS project schedules for internal use.

2.2.3.1.1.1 Trace Management — Deleted
2235 Hardware Engineering

The contractor shall perform computer engineering for the PDSS project.

22351 Computer Engineering

The contractor shall provide engineering services for all PDSS syétems. Services
include:

a. Developing and maintaining hardware specifications
b. Developing and conducting engineering acceptance tests as required

c. Evaluating system performance/maintenance data
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d. Developing comprehensive system acquisition specifications and
documentation for end items/products that are to be acquired from
manufacturers or vendors

e. Managing and maintaining the hardware baseline

f. Maintaining knowledge on new and existing technologies relevant to the
PDSS, provide technical support to hardware technicians

g. Evaluating new requirements and change packages as required.

2.2.4 Payload Planning System (PPS) Project

The contractor shall provide Software Engineering/maintenance, product assurance,
IV&V, training and project engineering for the PPS Project.

2.2.4.1 Product Assurance

The contractor shall perform technical publication tasks for the PPS Project.

22415 Technical Publications

The contractor shall provide document maintenance and development services for the
PPS Project.

2242 V&V

The contractor shall perform build validation, system interface testing and external
interface testing for the PPS Project.

2.24.2.1 PPS Build Validation

The contractor shall provide for test plan/procedure development, execution, and analysis
for all PPS builds.

22422 System Interface Testing .

The contractor shall provide for test plan/procedure development, execution, and analysis
for all inter-system testing of PPS and its subsystem interfaces.

22423 External Interface Testing

The contractor shall provide for test plan/procedure development, execution, and analysis
for all external interfaces to the EHS and the POIC.
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224456 Trace Management - Deleted

23 SOFTWARE ENGINEERING

The contractor shall deliver, on schedule, maintenance and new software builds as
defined in the following sections and as stated in MSFC-DOC-3000 (EHS Build
Definition Document) Rev D, Change 9 (Jan 19,2001). This statement of work shall
define the software activity for all builds, excluding the EHS Remote Copy Capability,
which shall be accomplished under this statement of work.

Content growth will be monitored to insure it is in line with cost, schedule and the
anticipated resource loading. Primary concentration of resources will be on the software
development of Build 5.0 followed by correction of mission critical problems, as directed
by NASA, with possible impact to the contractors cost and schedule. New content
assessment and normal maintenance activities will be done as resources allow.

2.3.1 Software Engineering Management

The contractor shall:

a. Direct, monitor, control and staff the software development organization

b. Maintain responsibility for directing the development of system designs that
meet system requirements involving software design and development

c. Ensure the correction of any discrepancies identified during verification
activities and will be responsible for the installation and integration of
developed, procured or provided systems within the facilities

d. Ensure that all design and chelopment activities will be performed for
upgrades to existing systems, new requirements for existing systems, mission
specific requirements and new programs to be supported by the facilities.

2.3.2 Software Engineering Other Direct Costs

2.3.2.1 Materials

The contractor shall provide for materials in support of software design and development
activities.

2.3.2.2 Travel

The contractor shall provide for travel to attend training classes, to provide off-site
system support, to participate in analysis activities at other facilities and to provide travel

in support for other design and development activities.
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2243 Training

The contractor shall provide training relating to the use and operation of equipment and
systems to users, both local and remote, and operators. The contractor shall provide
classroom and hands-on training, demonstrations, documentatlon training materials, and

training records.

2.2.4.1.1 PPS User Guides - The contractor shall develop and maintain a single user
guide for the Payload Planning System for the TBS application as training
resources permit.

2.2.43.1 Training Development — Deleted

22432 Training Classes

The contractor shall deliver existing PPS training in the form of training seminars, and
local/remote instructor led training classes. The contractor shall develop and maintain

training records.

2.2.4.4 Project Engineering

The contractor shall provide project management, requirements processing, ICD
development design review support, project schedule support and trace management for

the PPS Project.
22441 Project Management —

The contractor shall provide for project management and planning for PPS activities.
The contractor shall provide for status and schedule data to Program management and our
customer. The task also includes providing task direction for assigned personnel.

22442 Requirement Processing

The contractor shall provide for the collection, formulation, analysis, and processing of
PPS project requirements. The contractor shall perform CPE functions for PPS ECRs
and Book manager functions for level 3 and level 4 project documents.

22443 ICD Development — Deleted

22444 Design Review

The contractor shall develop concepts, operations and concepts and top-level designs.
The contractor shall approve system and software designs and provide design review
support for all approved PPS Proj ject rcquuements

22445 Project Schedules - Deleted

The contractor shall maintain PPS Project schedules for internal use.
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2.3.2.3 Training

The contractor shall provide for training in support of software design and development
activities.

2.3.3 Infrastructure & Support Functions

2.3.3.1 Metrics, Reports and Analysis

The contractor shall prepare metrics data, status reports, management reports, analysis
data and other reports and data in support of the software engineering organization.
Assist the software engineering manager with management tasks as needed.

2.3.3.2 Documentation and Software Team Support

The contractor shall prepare documentation, reports, status data and provide other
administrative support to software development teams. The contractor shall ensure that
team leads and members have assistance with design and development activities as

needed.

2.3.3.3 Build Support

The contractor shall provide administrative support to software integration build and test
activities such as; cataloging internal problem reports and code check-in documents, and
preparing documentation that accompanies a delivered build.

2.3.3.4 Development Configuration Management

The contractor shall establish, implement and maintain configuration control of the
software products under development and shall prepare software builds for development
integration testing and for delivery and preparing documentation to include a delivered

build.

2.3.3.5 Systems Architecture, Management, and Database Administration

The contractor shall provide resource management of the computer hardware and
software used by the software engineering organization for development, for
developmental integration and test and for making software builds. The contractor shall
establish architectures for development activities, for developmental integration and test
activities, and for software build activities. The contractor shall prepare architectural
diagrams of the development and developmental test and integration environments.
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2.3.4 Database Production

2341 POIC Database Production

The contractor shall produce test databases for IV&V support as resources allow.

The contractor shall build, validate and deliver 3 command and 3 telemetry databases per
ISS Flight (engineering, preflight, and flight). The contractor shall process up to 3 PDL
exports for each of the 3 telemetry databases per flight as required. The contractor shall
produce POIC databases by:

a. Defining data input methodologies and standards

b. Developing procedures and scripts to ensure complete, consistent database
population

c. Executing validation programs and exercise reports to ensure that data entered
is correct.

d. Developing “as populated” database documentation.

2342 KSC Databases

The contractor shall deliver databases built under Section 2.3.4.1 (POIC Database
Production).

235 Activity Support

235.1 POIC Activity Support

The contractor shall provide limited technical support and assistance to Payload
Operations Integration Center (POIC) operations personnel and users for simulations,
testing and missions as resources allow.

2.3.6 POIC Project Support

2.3.6.1 Software Maintenance

The contractor shall provide limited software maintenance as stated herein. The
contractor shall base the actual number of builds as well as the content and scheduling of
any maintenance build upon the contractors productivity model (as it relates to
throughput and production capabilities for the given resource loading they have in place
at the time of the build) and upon ECR assessment at the HMCG Board and upon HPR

-~ - -~~~ -assessment-at the HPR Review Board.
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The contractor may provide maintenance builds for:

a. Maintenance for Delivered Builds

The contractor shall perform software design and development to maintain
delivered Enhanced HOSC System (EHS) builds by providing fault isolation,
determination and analysis and identifying proposed changes. The contractor
shall make proposed changes through a life cycle approach:

L.

10.

Use software development methodologies that define coding standards
and procedures to ensure complete, consistent designs and design
documentation.

Develop and document software requirements and designs that meet
all system requirements.

Incorporate GFP components into all system software designs.

Define and design all test software necessary to support system, HWCI
and CSCI integration and testing.

Develop software as specified by the design.

Develop software prototypes and mockups required for system design
or capability analysis.

Develop or assist with development of program descriptions, listings,
users’ guides/manuals, training materials and software operating
procedures/notes and documents.

Develop all test software necessary to support all system, HWCI and
CSCI testing.

Integrate and test newly development software components with
existing components.

Field improvements and ensure they do not adversely affect ongoing
operations.

b. Maintenance Builds for Flight Support

The contractor shall perform software design and development to support
changing ICD’s, changing vehicle requirements, problems encountered during
flight and external changes to the requirements.

c. Maintenance Builds for COTS UI_Jgrad—es‘

The contractor shall make all COTS upgrades through an independent
assessment, at the direction of NASA, to determine impacts to schedule, cost
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and resource loading. No COTS upgrade evaluations will be done without the
directed assessment.

d. Maintenance Builds for Technology Upgrades

The contractor shall make all suggested or recommended technology upgrades
through an independent assessment, at the direction of NASA, to determine
impacts to schedule, cost and resource loading. No technology upgrade
evaluation will be done without the directed assessment.

e. Maintenance builds due to COTS Deficiencies

The contractor shall evaluate COTS products to determine deficiencies that
are deemed to be correctable via substitutions of the COTS or homegrown
versions. Both will be assessed for their cost savings.

2.3.6.2 Software Development - Reduced

The contractor shall base the actual content and scheduling of any software development
build upon the contractors productivity model (as it relates to throughput and production
capabilities for the given resource loading they have in place at the time of the build) and

the EHS Build Definition Document.

The contractor shall deliver Builds 4.2.7, 4.2.10 and 5.0 in accordance with requirements
as stated in MSFC-DOC-3000 (EHS Build Definition Document) Rev D, Change 9 (Jan

19,2001).

The contractor shall do initial design and coding for Build 5.1, excluding EHS Remote
copy. Final software development activities (design, code, integration and test) will not
be part of this statement of work.

Content growth of the builds will be monitored to insure it is line withAcost, schedule and
the anticipated resource loading. Primary concentration of resources will be on the
software development of Build 5.0.

2.3.6.2.1 Software Development Builds 4.2.7 and 4.2.10

2.3.6.2.1.1 Commanding (CMD)

The contractor shall perform software design and development of Commanding
applications as follows:

a. Use software development methodologies that define coding standards and
procedures to ensure complete, consistent designs and design documentation.

b. Develop and document software requirements and designs that meet all
system requirements.
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Incorporate GFP components into all system software designs.

Define and design all test software necessary to support system, HWCI and
CSCl integration and testing.

Develdp software as specified by the design.

Develop software prototypes and mockups required for system design or
capability analysis.

Develop or assist with development of program descriptions, listings, users’
guides/manuals, training materials and software operating procedures/notes

and documents.

Develop all test software necessary to support all system, HWCI and CSCI
testing.

Integrate and test all newly developed components with existing components
to ensure that the system functions properly.

2.3.6.2.1.2 Data Acquisition and Distribution (DADS)

The contractor shall perform software design and development of Data Acquisition and
Distribution applications as follows:

a.

5

Use software development methodologies that define coding standards and
procedures to ensure complete, consistent designs and design documentation.

Develop and document software requirements and designs that meet all
system requirements.

Incorporate GFP components into all system software designs.

Define and design all test software necessary to support system, HWCI and
CSClI integration and testing,

Develop software as specified by the design.

Develop software prototypes and mockups required for syétem design or
capability analysis.

Develop, or assist with the development of, program descriptions, listings,
users’ guides/manuals, training materials and software opcratlng
procedures/notes and documents.

‘Develop all test é&ft-\;'éfg-héc‘égééf}_’- to Asﬁ';;éoﬁ_alvtl“syst—e‘fﬁ; HWCI and CUS-C_I

testing.
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1.

Integrate and test all newly developed components with existing components
to ensure that the system functions properly.

2.3.6.2.1.3 Distributed Control Room Graphics (DCRG)

The contractor shall perform software design and development of Distributed Control
Room Graphics applications as follows:

a.

Use software development methodologies that define coding standards and
procedures to ensure complete, consistent designs and design documentation.

Develop and document software requirements and designs that meet all
system requirements.

Incorporate GFP components into all system software designs.

Define and design all test software necessary to support system, HWCI and
CSCI integration and testing.

Develop software as specified by the design.

Develop software prototypes and mockups required for system design or
capability analysis.

Develop, or assist with the development of, program descriptions, listings,
users’ guides/manuals, training materials and software operating
procedures/notes and documents.

Develop all test software necessary to support all system, HWCI and CSCI
testing.

Integrate and test all newly developed components with existing components
to ensure that the system functions properly.

2.3.6.2.1.4 Operations Management Control Software (OCMS) — Deleted

The contractor shall perform software design and development of Operations
Management Control Software applications as follows:

a.

Use software development methodologies that define coding standards and
procedures to ensure complete, consistent designs and design documentation.

Develop and document software requirements and designs that meet all
system requirements.

‘Incorporate GFP components into all system software designs.
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Define and design all test software necessary to support system, HWCI and
CSCl integration and testing.

Develop software as specified by the design.

Develop software prototypes and mockups required for system design or
capability analysis.

Develop, or assist with the development of, program descriptions, listings,
users’ guides/manuals, training materials and software operating
procedures/notes and documents.

Develop all test software necessary to support all system, HWCI and CSCI
testing.

Integrate and test all newly developed components with existing components
to ensure that the system functions properly.

2.3.6.2.1.5 Database Applications (DB)

The contractor shall perform software design and development of Database Applications

as follows:

a.

h.

Use software development methodologies that define coding standards and
procedures to ensure complete, consistent designs and design documentation.

Develop and document software requirements and designs that meet all
system requirements.

Incorporate GFP components into all system software designs.

Define and design all test software necessary to support system, HWCI and
CSClI integration and testing,

Develop software as specified by the design.

Develop software prototypes and mockups required for system desi gn or
capability analysis.

Develop, or assist with the development of, program descriptions, listings,
users’ guides/manuals, training materials and software operating
procedures/notes and documents.

Develop all test software necessary to support all system, HWCI and CSCI

... testing. - _

L

Integrate and test all newly developed components with existing components
to ensure that the system functions properly.
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2.3.6.2.1.6 Telemetry Applications (TLM)

The contractor shall perform software design and development of Telemetry Applications
as follows:

a. Use software development methodologies that define coding standards and
procedures to ensure complete, consistent designs and design documentation.

b. Develop and document software requirements and designs that meet all
system requirements.

¢. Incorporate GFP components into all system software desi gns.

d. Define and design all test software necessary to support system, HWCI and
CSCl integration and testing.

e. Develop software as specified by the design.

f. Develop software prototypes and mockups required for system design or
capability analysis.

g- Develop, or assist with the development of, program descriptions, listings,
users’ guides/manuals, training materials and software operating
procedures/notes and documents.

h. Develop all test software necessary to support all system, HWCI and CSCI
testing.

1. Integrate and test all newly developed components with existing components
to ensure that the system functions properly.

2.3.6.2.1.7 System Monitor and Control (SMAC)

The contractor shall perform software design and development of System Monitor and
Control applications as follows:

a. Use software development methodologies that define lcoding standards and
procedures to ensure complete, consistent designs and design documentation.

b. Develop and document software requirements and designs that meet all
system requirements. '

¢. Incorporate GFP components into all system software designs.

d. Define and design all test software necessary to support system, HWCI and
CSCl integration and testing,

e. Develop software as specified by the design.
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f. Develop software prototypes and mockups required for system design or

capability analysis.

Develop, or assist with the development of, program descriptions, listings,
users’ guides/manuals, training materials and software operating
procedures/notes and documents.

Develop all test software necessary to support all system, HWCI and CSCI
testing.

Integrate and test all newly developed components with existing components
to ensure that the system functions properly.

2.3.6.2.1.8 System Services (SS)

The contractor shall perform software design and development of System Services
applications as follows:

a.

Use software development methodologies that define coding standards and
procedures to ensure complete, consistent designs and design documentation.

Develop and document software requirements and designs that meet all
system requirements.

Incorporate GFP components into all system software designs.

Define and design all test software necessary to support system, HWCI and
CSCl integration and testing.

Develop software as specified by the design.

Develop software prototypes and mockups required for system design or
capability analysis.

Develop, or assist with the development of, program descriptions, listings,
users’ guides/manuals, training materials and software operating
procedures/notes and documents.

Develop all test software necessary to support all system, HWCI and CSCI

testing.

Integrate and test all newly developed components with existing components
to ensure that the system functions properly.

2.3.6.2.1.9 Message Handler, CUI & Utilities (UTIL)

The contractor shall perform software design and development of Message Handler, CUI
& Utilities applications as follows:
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Use software development methodologies that define coding standards and
procedures to ensure complete, consistent designs and design documentation.

Develop and document software requirements and designs that meet all
system requirements.

Incorporate GFP components into all system software designs.

Define and design all test software necessary to support system, HWCI and
CSCl integration and testing.

Develop software as specified by the design.

Develop software prototypes and mockups required for system design or
capability analysis.

Develop, or assist with the development of, program descriptions, listings,
users’ guides/manuals, training materials and software operating
procedures/notes and documents.

Develop all test software necessary to support all system, HWCI and CSCI
testing.

Integrate and test all newly developed components with existing components
to ensure that the system functions properly.

2.3.6.2.1.10  Payload Management Information System (PIMS)

The contractor shall perform software design and development of Payload Management
Information System applications as follows:

a.

Use software development methodologies that define coding standards and
procedures to ensure complete, consistent designs and design documentation.

Develop and document software requirements and designs that meet all
system requirements.

Incorporate GFP components into all system software designs.

Define and design all test software necessary to support system, HWCI and
CSCI integration and testing.

Develop software as specified by the design.

Develop software prototypes and mockups required for system design or

~ capability analysis.
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Develop, or assist with the development of, program descriptions, listings,
users’ guides/manuals, training materials and software operating
procedures/notes and documents.

Develop all test software necessary to support all system HWCI and CSCI
testing.

Integrate and test all newly developed components with existing components
to ensure that the system functions properly

Software Development Build 5.0. - Deleted

2.3.6.2.2.1 Commanding (CMD)

The contractor shall perform software design and development of Commanding
applications as follows:

a.

2.3.6.2.2.2 Data Acqu1s1t10n and D1stnbut10n (DADS)

Use software development methodologies that define coding standards and
procedures to ensure complete, consistent designs and design documentation.

Develop and document software requirements and designs that meet all
system requirements.

Incorporate GFP components into all system software designs.

Define and design all test software necessary to support system, HWCI and
CSCI integration and testing.

Develop software as specified by the design.

Develop software prototypes and mockups required for system design or
capability analysis.

Develop or assist with development of program descriptions, listings, users’
guides/manuals, training materials and software operating procedures/notes

and documents.

Develop all test software necessary to support all system, HWCI and CSCI
testing.

Integrate and test all newly developed components with existing components
to ensure that the system functions properly.

The contractor shall perform software de51gn and dcvelopment of Data Acqulsmon and

Distribution applications as follows:
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Use software development methodologies that define coding standards and
procedures to ensure complete, consistent designs and design documentation.

Develop and document software requirements and designs that meet all
system requirements.

Incorporate GFP components into all system software designs.

Define and design all test software necessary to support system, HWCI and
CSCI integration and testing.

Develop software as specified by the design.

Develop software prototypes and mockups required for system design or
capability analysis.

Develop, or assist with the development of, program descriptions, listings,
users’ guides/manuals, training materials and software operating
procedures/notes and documents.

Develop all test software necessary to support all system, HWCI and CSCI
testing.

Integrate and test all newly developed components with existing components
to ensure that the system functions properly.

2.3.6.2.2.3 Distributed Control Room Graphics (DCRG)

The contractor shall software design and development of Distributed Control Room
Graphics applications as follows:

a.

€.

£

Use software development methodologies that define coding standards and
procedures to ensure complete, consistent designs and design documentation.

Develop and document software requirements and designs that meet all
system requirements.

Incorporate GFP components into all system software designs.

Define and design all test software necessary to support system, HWCI and
CSCl integration and testing.

Develop software as specified by the design.

Develop software prototypes and mockups required for system design or

~ capability analysis.
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Develop, or assist with the development of, program descriptions, listings,
users’ guides/manuals, training materials and software operating
procedures/notes and documents.

Develop all test software necessary to support all system, HWCI and CSCI
testing.

Integrate and test all newly developed components with existing components
to ensure that the system functions properly.

2.3.6.2.2.4 Operations Management Control Software (OCMS)

The contractor shall perform software design and development of Operations
Management Control Software applications as follows:

a.

Use software development methodologies that define coding standards and_
procedures to ensure complete, consistent designs and design documentation.

Develop and document software requirements and desi gns that meet all
system requirements.

Incorporate GFP components into all system software designs.

Define and design all test software necessary to support system, HWCI and
CSClI integration and testing.

Develop software as specified by the design.

Develop software prototypes and mockups required for system design or
capability analysis.

Develop, or assist with the development of, program descriptions, listings,
users’ guides/manuals, training materials and software operating
procedures/notes and documents. _

Develop all test software necessary to support all system, HWCI and CSCI
testing.

Integrate and test all newly developed components with existing components
to ensure that the system functions properly.

2.3.6.2.2.5 Database Applications (DB)

The contractor shall perform software design and development of Database Applications

a.

-ee-—___asfollows: .. . _ ,

Use software development methodologies that define coding standards and
procedures to ensure complete, consistent designs and design documentation.
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Develop and document software requirements and designs that meet all
system requirements.

Incorporate GFP components into all system software designs.

Define and design all test software necessary to support system, HWCI and
CSCl integration and testing.

Develop software as specified by the design.

Develop software prototypes and mockups required for system design or
capability analysis.

Develop, or assist with the development of, program descriptions, listings,
users’ guides/manuals, training materials and software operating
procedures/notes and documents.

Develop all test software necessary to support all system, HWCI and CSCI
testing.

Integrate and test all newly developed components with existing components
to ensure that the system functions properly.

2.3.6.2.2.6 Telemetry Applications (TLM)
The contractor shall perform software design and development of Telemetry Applications

as follows:

a.

Use software development methodologies that define coding standards and
procedures to ensure complete, consistent designs and design documentation.

Develop and document software requirements and designs that meet all
system requirements.

Incorporate GFP components into all system software designs.

Define and design all test software necessary to support system, HWCI and
CSCl integration and testing.

Develop software as specified by the design.

Develop software prototypes and mockups required for system design or
capability analysis. :

Develop, or assist with the development of, program descriptions, listings,
users’ guides/manuals, training materials and software operating
procedures/notes and documents.
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Develop all test software necessary to support all system, HWCI and CSCI
testing.

Integrate and test all newly developed components with existing components
to ensure that the system functions properly.

2.3.6.2.2.7 System Monitor and Control (SMAC)

The contractor shall perform software design and development of System Monitor and
Control applications as follows:

a.

Use software development methodologies that define coding standards and
procedures to ensure complete, consistent designs and design documentation.

Develop and document software requirements and designs that meet all
system requirements.

Incorporate GFP components into all system software designs.

Define and design all test software necessary to support system, HWCI and
CSCI integration and testing.

Develop software as specified by the design.

Develop software prototypes and mockups required for system design or
capability analysis.

Develop, or assist with the development of, program descriptions, listings,
users’ guides/manuals, training materials and software operating
procedures/notes and documents.

Develop all test softwate necessary to support all system, HWCI and CSCI
testing.

Integrate and test all newly developed components with existing components
to ensure that the system functions properly.

2.3.6.2.2.8 System Services (SS)

The contractor shall perform software design and development of System Services
applications as follows: .

a.

Use software development methodologies that define coding standards and
procedures to ensure complete, consistent designs and design documentation.

Develop and document software requirements and designs that meet all
system requirements.
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Incorporate GFP components into all system software designs.

Define and design all test software necessary to support system, HWCI and
CSCl integration and testing.

Develop software as specified by the design.

Develop software prototypes and mockups required for system design or
capability analysis.

Develop, or assist with the development of, program descriptions, listings,
users’ guides/manuals, training materials and software operating
procedures/notes and documents.

Develop all test software necessary to support all system, HWCI and CSCI
testing.

Integrate and test all newly developed components with existing components
to ensure that the system functions properly.

2.3.6.2.2.9 Message Handler, CUI & Utilities (UTIL)

The contractor shall perform software design and development of Message Handler, CUI
& Utilities applications as follows:

a.

Use software development methodologies that define coding standards and
procedures to ensure complete, consistent designs and design documentation.

Develop and document software requirements and designs that meet all
system requirements.

Incorporate GFP components into all system software designs.

Define and design all test <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>